


Qualification of Smart Devices 

Alan Poole

Wood



• Qualification of Smart Devices 

• The presentation will focus on the qualification 

(substantiation) of smart devices (instruments) to perform 

their safety function and not the environmental 

qualification.

• The term qualification is used generally to cover both 

environmental and performance demonstration

– For the qualification of a device to perform its safety function 

substantiation or justification are often used.

Introduction 
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• What is a Smart device

• Why do smart devices need to be treated differently than non-
smart devices

• UK Regulatory Expectations

• International Guidance

• Use of Standards

• Intelligent Customer Role

• Research

• Amount of effort for qualification

• Working Groups

• Challenges

• The golden thread

Presentation Topics 
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What is a Smart device?
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What is a Smart device?
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– Definition in BS IEC 62671 - Nuclear power plants — Instrumentation and 

control important to safety — Selection and use of industrial digital 

devices of limited functionality



• Examples of smart devices from BS IEC 62671

– Pressure sensors

– Temperature sensors

– Smart sensor e.g. pressure transmitter

– Valve positioner

– Electrical protective devices, such as over-voltage/over-current 
relays

– Motor Starters

– Dedicated display units e.g. multi-segment LED bar displays or 
simple communications interfaces

• Other smart devices

– Generator load shedding systems

What is a Smart device?
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• Examples of devices that do not fall into the criteria in BS IEC 
62671

– Programmable Logic Controllers (PLC)

– Devices provided with a programmable language, regardless 
of its restricted nature (in terms of number of function blocks 
(or equivalent) or inputs and outputs), where such devices 
have been designed to allow them to be configured for 
more than one application 
• E.g. single loop digital controller with a function block 

language.

– Additional techniques are required to qualify PLCs

What is a Smart device?
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• The reliability of analogue and digital devices, which do not use 
software or firmware, can be calculated using standard techniques.

– Failures rates of individual components can be used to calculate 
the overall failure rate of this type of device.

• Smart devices by their nature use software/firmware to deliver their 
function and the reliability of these types of devices cannot be easily 
obtained.

• ONR therefore expect additional tools and techniques to be applied 
to demonstrate the smart device can adequately perform its safety 
function.

– Real life experience has identified latent errors that have caused 
erroneous operation.

Why should smart devices be treated differently?
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• ONR’s Safety Assessment Principles

UK Regulatory expectations
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UK Regulatory expectations
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UK Regulatory expectations
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• ONR Guidance for the assessment of Computer Based Safety Systems 

is captured in Technical Assessment Guide NS-TAST-GD-046

• Known as TAG -046

➢ Additional guidance for smart devices added to the April 2019 

revision

➢ Gives greater clarity on regulatory expectations for each Safety 

Classification (Class 1 to 3 BS EN 61226)

➢ Appendix 2

➢ Table 2 Production Excellence and Confidence Building 

Measures examples

UK Regulatory expectations
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International Guidance
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• C & I IAEA Standards and Guidance SSG-39. 



International Guidance
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Smart Device Qualification - Standards
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• Principal standards ONR include in assessments

– For the design of E, C & I based safety systems ONR (and HSE) recognise BS 
EN 61508 as relevant good practice (RGP).
• Standards recognised as RGP are not explicitly stated as such but are referenced in 

ONR’s TAGs

– As BS EN 61508 is the parent standard for sector specific standards ONR 
expect BS EN 61513 (Nuclear power plants — Instrumentation and control 
important to safety — General requirements for systems) to be applied to any 
design (or equivalence is demonstrated) 

– From the referenced standards BS EN 61226 - Nuclear power plants –
Instrumentation and control important to safety – Classification of 
instrumentation and control functions is considered to be fundamental by 
ONR.
• Qualification/Substantiation requirements are proportional to the safety classification 

of the equipment



• ONR’s expectations are that Nuclear Site Licensee’s should act as intelligent 

customers. 

Intelligent Customer Role
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66. Being a capable organisation requires the retention and use of knowledge 

so that safety requirements are understood and risks are controlled 

throughout all activities, including those undertaken by contractors at all levels 

within the supply chain. An ‘intelligent customer’ capability should therefore 

be maintained to ensure that the use of contractors in any part of the 

organisation does not adversely affect its ability to manage safety. 



• The activities required to support the “Intelligent 
Customer” expectations related to smart device 
qualification include:

– Detailed understanding of the design of the equipment 
that is supplied

• This requires the licensee to review all information that 
supports the safety claim made on equipment and to 
gain confidence that any equipment is suitable for use.

– Includes the review of third party certification

» Not taking certification on face value

Intelligent Customer Role
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• Research into the qualification of smart devices

– The Energy Act 2013 enables ONR to carry out or 

commission research in connection with its purposes, in 

support of its vision of being an exemplary regulator that 

inspires respect, trust and confidence.

– ONR encourages licensees to participate in and fund 

research.

• Research topics are captured in the ONR Research Register 
(http://www.onr.org.uk/research/regulatory-research-register.htm)

» Currently there are 14 E, C & I related projects (June 2019)

C&I system qualification - Research
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http://www.onr.org.uk/research/regulatory-research-register.htm


• Research into the qualification of smart devices

• Conducted by the Control and Instrumentation Nuclear 
Industry Forum (CINIF)

• Comprises of Site Licensees and new build Requesting 
Parties.

– Research carried out on behalf of CINIF by Universities and 
consultants.

• Output used by CINIF Members to develop their own 
internal guidance.

– Research output only available to CINIF members

C&I system qualification - Research
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C&I system qualification - Research

22 A presentation by Wood.

• EMPHASIS Tool was an 

output from CINIF research

➢The Evaluation of 

Mission imPerative, 

High-integrity 

Applications of Smart 

Instruments for Safety

➢High-level tool to 

support qualification 

against BS EN 61508



C&I system qualification – amount of effort 
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• Typical duration of substantiation

• 6 to 12 months for instruments

– Depending on Safety Classification, availability of information and 

gaps found

• For a system could be > 12 months

– Statistical testing could require significant time to perform tests 

• Typical costs for substantiating one instrument

• >£50K



• To share the effort in qualifying a smart device ONR 
encourage the sharing of qualification reports 

– This has challenges

• Non-Disclosure Agreements between manufacturers and 
site licensees

• Commercial arrangements

– A Working Group has been established to supporting  
sharing of reports

• Nuclear Industry Smart Instrument Working Group 
(NISIWG) 

C&I system qualification – Working Groups
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C&I system qualification - Challenges 
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• Challenges

• Initial challenge is to identify which devices are smart

– Diversity of vendor manufacturing facilities

– Engagement with vendors and their commitment to support 

assessment

– Intellectual Property protection concerns

– Location of available information

» Sometimes only available at vendors premises under 

supervision

– Sharing of substantiation reports across the industry to reduce the 

overall cost



• The Golden Thread that links the safety case to the 

supplied equipment

C&I system qualification – The Golden Thread
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Safety Case

Engineering

Qualification

Procurement

Supply Chain

http://www.stuartwilde.com/wp-content/uploads/2005/08/Golden_thread1.jpg
https://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=0ahUKEwifmuW5gdzYAhVBmBQKHbOwBUcQjRwIBw&url=https://www.gingerpublicspeaking.com/article/the-golden-thread-approach-to-writing-a-great-speech&psig=AOvVaw0It0BhaplrESH_FZiZA2lr&ust=1516175738599974




Seismic Testing – LIVE Demonstration
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Why Seismic 

Qualification?



2010 Chile Earthquake



Earthquake Damage

2010 magnitude – 8.8 Chile 

Earthquake 

1999 magnitude – 6.7 Izmit, 

Turkey Earthquake 



Nuclear Industry:
Power stations, Processing Plants and Submarine bases

Telecoms Industry:
Equipment (cabinets and contents) 99999s Requirement 
for installation in Europe / USA / Japan / Taiwan etc.

Oil, Gas and Power Generation Industries

Control and Containment

Engineering Consultancies:
Validation of FE analysis e.g. non-linear dynamic contact elements

Engineering Contractors:
Testing of new materials / construction techniques

Who Needs Seismic Qualification



Characteristics of 

Earthquakes



Zones and Regions



Northridge, California, Earthquake, 1994 



Synthetic UK hard rock ground acceleration 

scaled to 1g PGA
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Synthetic UK hard rock ground acceleration 

scaled to 1g PGA
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Structural Response To 

Earthquakes



Elastic Structural Dynamic Response



Dynamic model

• Natural frequency and period

• Mass - m

• Stiffness - k

• Damping – c

• Displacement - x

• Equation of motion
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Response Spectrum

The peak or steady-state response (displacement, velocity or 

acceleration) of a series of oscillators of varying natural frequency, that 

are forced into motion by the same base vibration or shock



Response of an infinite series of damped elastic  SDOF systems

Graphs of the maximum values of

– acceleration, 

– velocity, and/or 

– displacement

Maximum response values for several levels of damping

Plotted against undamped natural frequency or period

Response Spectra



Response Spectra

PML Horizontal Response Spectra for 5% damping
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Secondary Response Spectra



Non structural elements difficult to analyse

– Complex

– Relatively small

Large models required

Different design teams/companies

Why Secondary Response Spectra



Synthesise time 

histories

Compute motion at 

point of interest

Compute secondary 

response spectra

Secondary Response Overview



The Seismic 

Qualification Process



• 25 Years Experience – Post Sizewell B

• Wide Range of Industries and Products Qualified

– Over 200 triaxial seismic test programmes successfully completed

• Partnership with University of Bristol

• Up To Date Knowledge of Specifications

• Support at Tender Stage Through to Final Qualification 

Report and Documentation

Seismic Qualification with Element



• Seismic Testing

• Functionality,

• Physical Limits

• Modelling

• FEA

• Experience

Seismic Qualification



Preliminary meetings to agree test specification including
Equipment requirements
Main test spectra
Number and amplitude of shakes 
Exploratory test requirements
Details of function testing

Preparation of test documentation – Detailed Test Plan, Inspection Plan, Functional Test Plan

Generate shakes ready for testing

Arrival of specimen, examination for transport damage

Mount specimen on shaking table

Install instrumentation

Functional tests

Exploratory tests

Functional tests

Main seismic tests including basic data processing

Functional tests

Remove specimen from shaking table and return to client

Final data processing and produce test report

Typical Process of Qualification by Test



IEEE 344 – 2013 IEEE Recommended Practice for the Seismic Qualification of Class 

1E Equipment for Nuclear Power Generating Stations

IEEE 693 – IEEE Recommended Practice for the Design of Substations

RCC-E Design and Construction Rules for Electrical Equipment of Nuclear Islands

BTRs (Books of Technical Rules)     

BTR 91 C 112 EPRUK Equipment Seismic Qualification Testing (RCC-E)

ASCE 7-10 Minimum Design Loads for Buildings and Other Structures (AC156) 

IEC 980 Recommended Practice for the Seismic Qualification of Electrical 

Equipment of the Safety System for Nuclear Generating Stations

IEC 60068-2-57 International Test Standard Environmental testing –

Part 2-57: Tests – Test Ff: Vibration – Time-history method

Sellafield ET372, British Energy, BNG, Site Specific etc

Test Specifications



Required Response Spectra – Assemblies

Typically 1g zpa



Required Response Spectra – Components 

Typically 6g to 

10g zpa



Ramping

Strong Motion

Test Durations



Triaxial Shakes:

25%, 50%, 75%, 100%, 140% (and back down)

5 at 25%, 1 at 100%, 1 at 140%

5 at OBE, 1 DBE, 1 SSE (SME)

5 at S1 (OBE), 1 at S2 (SSE)

Other combinations are possible

Shakes more than 100% are used to check for “cliff edge” effects

Test Sequences



Dynamic Testing
• Vibration

• Shock and bump

• Bench handling

• Transportation bounce

• Acceleration

Radiation

Thermal Cycling

Ageing



Climatic Testing
• Temperature, humidity, altitude, icing

• Driving sand & dust

• Ingress protection (IP) 

• Salt corrosion

• Solar radiation/heating

• Fluid Contamination

Ageing



Representative of In-Service 

Conditions or Rigidly 

Mounted

Orientation wrt gravity

Test Fixturing 

– cabling/pipework

Mounting Bolts

Tightening Torques

Specimen Mounting



Typically: acceleration, displacement and strain

Response Measurements



Safety Critical

Continuity

Change of State

Containment

Data Transfer

Acceptable Limits

Pass/Fail Criteria

Functional Testing



Test Plan

Test and Inspection Log

Test Report – Test Laboratory

Test or Qualification Report

– Incorporating functional test results

Post Test Modification and Qualification

Qualification Documents



Partnership

Element has a Heads of Agreement with BEELAB
Bristol Earthquake and Engineering Laboratory Ltd, BEELAB, wholly owned by 

the University of Bristol, was established to market expertise, promote 

collaboration with industry and generate income to support further research

Twelve year partnership – established relationship
Head of Civil Eng Dept, Research Associates and Technicians

Research – BEELAB leads this work with input from Element
Long-term, evolving programme, on and off the facility, informal reporting

Commercial/Qualification Testing – Element leads this work, 

which is performed by BEELAB
Element Test Plan, fully specified activities, one hit test, formal qualification 

documents

UKAS Accreditation
Earthquake Test Lab to become an extension of Element’s UKAS Facilities



Existing Shaking Table
Size 3 m by 3 m

Axes 6

Construction 4 piece cast aluminium

Mass 3.8 tonnes

Max payload 15 tonnes

Max payload height 15 m

Max payload C of G 5 m

Craneage capacity 2 x 10 tonnes

Operational frequency: 0 -100 Hz

Longitudinal (X) and lateral (Y) 

actuators:
4 at 70 kN

Horizontal acceleration (no 

payload):
3.7 g*

Horizontal velocity: 1.2 m/s

Horizontal displacement ± 150mm

Yaw rotation ± 3.6 degrees

Vertical acceleration (no 

payload)
5.6 g*

Vertical velocity 1.2 m/s

Vertical displacement ± 150mm

Pitch/roll rotation ± 5.2 degrees



New Shaking Table
Size 1.2 m by 1.2 m

Axes 6

Construction Steel platform

Mass 2.4 tonnes

Max payload 800kg

Max payload height 15 m

Max payload C of G 0.4 m

Craneage capacity 2 x 10 tonnes

Operational frequency: 0 -150 Hz

Actuators: 6 at 30 kN

Horizontal velocity: 1.2 m/s

Displacement ± 80mm triaxial

Rotation ± 10 degrees

Horizontal and Vertical 

acceleration (no payload)
10g

Vertical velocity 1.2 m/s

Vertical displacement ± 120mm

Pitch/roll rotation ± 10 degrees



Design Considerations

Dynamic Characteristics



Required Response Spectra – What to look for

Range of maximum 

spectral acceleration

1.5 to 6Hz

Zero Period Acceleration –

peak acceleration in time 

domain 0.85g

Envelope down 

to 1Hz



Thanks

Any Questions?
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